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PROCEDIMENTO PARA
SUBSTITUICAO DE TVPN
DEFEITUOSO DA REDE DE
COMUNICACOES SEGURAS DE
DADOS
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Make ideas real




Efetue o seguinte procedimento, caso algum TVPN instalado apresente problema e necessite ser substituido.
Trusted VPN em Modo Unico:

1) No painel de navegacao, expanda o conteddo da organizagao

2) Dé um clique duplo no VPN Appliance

; ® ROHDE&SCHWARZ
R&S*“Trusted Objects Manager Cybersecurity
& Management Conscie Name Serss rumber 1 acaress KW RW TO status Sece Ermeare
= e CSCAGDLL 10.24.7.0/24 ATNBE
Lo [=saneue et | ® offine Tow, S0p. 2. 2022
= appiances
A SNOL B Tructad UDN Annlianca: CSC/AGDIIE - Denfila 1 - Mirrnenft Edna - mn %

3) Na aba General - cliqgue em Advanced

@ Trusted VPN Appliance: CSC/AGDLIC - Profile 1 - Microsoft Edge - 0O x
A Notsecure | bps//192.168.124.11/module/tom/appliance--w2g4... A &
Trusted VPN Appliance: CSC/AGDLIC

General

Name: CSC/AGDUIC

Connected Netwarks

Maximum Segment Size Firmuare: TrustedVPN 7.1.0 (R2113)

Virtual Networks

Road Warriar Serlal number: | A7BFA-32652-AAJBL-PLQYAUTLCT x

Deployment group: | §7,7.0.0 - 7.0 .

Status / Since: offine Tue, Sep. 20. 2022 14:47 (UTC-03:00)

External network configuration

Interface: ath0 - external network interface
© Dynamically using DHCP @® static
IP / Mask: 10.26.13.10 255.255.255.0
Gatenay: 10.26.13.1 M
ONS1/DNS 2 x x

Convert to redundant appliance | | Download configurations / software updates

oK Cancel

4) Marque a caixa “I want to reset the appliance to factory settings...” na opcao “Reset Appliance
and Trusted Channel Connection to Factory Settings”

5) Pressione o botdo “Reset appliance and Trusted Channel connection to factory settings”

e g e e s —

A Notsecure | hitps//192.168.124.11/module/tom/... A &
Advanced Options

General  Maintenance  Troubleshooting  Status  Log

Reboot Appliance
Click "Reboot” to reboot the appliance. Note, that this will stop all functions of the appliance for some time. It

will also disconnect the appliance from the Manager. After rebooting the appiiance will automatically
reconnect.

Reboot

Reset Appliance and Trusted Channel Connection to Factory Settings
Click "Reset appliance and Trusted Channel connection to factory settings” to reset the appliance and the

Trusted Channel connection to factory settings. You may go on with reconfiguring the appliance with a new
downloaded offline configuration.

[/ 1 want to reset the appliance to factory settings and reset the Trusted Channel connection.

I |
||_Reset appliance and Trusted Channel connection to factory settings ||
| ]

IP Address Discovery

The management console discovers the IP address of its appliances automatically for the purpose of making it
known to other respective appliances such that they could contact each other even in cases of dynamic IP
address allocation. Under certain circumstances it might be required to ignore the discovered IP address and
1o use the static IP address of the external netwark configuration of this appliance for the purpose of
connecting to it.

[[] Force the use of the static IP for peer connectivity.

oK Cancel Apply

6) Pressione o botdo OK
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7) Na aba General > Remova o Serial Number

& Trusted VPN Appliance: CSC/AGDLIC - Profile 1 - Microsoft Edge - [m] X
A Notsecure | https//192.168.124.11/module/tom/appliance--w2g4

Trusted VPN Appliance: CSC/AGDLIC

General
Connected Networks
Maximum Segment Size Firmware: TrustedVPN 7.1.0 (R2113)
Vittual Networks

Name: CSC/AGOLIC

Road Waios Serial number x
Deployment group: | {2, 7.0.0 - 7.0 -
Status / Since offine Tue, Sep. 20. 2022 14:47 (UTC-03:00)

Extenal network configuration

Interface: eth - external network interface
) Dynamically using DHCP @ static
1P/ Mask: 1026.13.10 255.255.255.0
Gateway: 1026.13.1 hd
ONS 1/ DNS2: x x
Convert to redundant applance | | Download configurations / software updates Advanced...
oK Cancel Apply

8) Pressione o botdo Apply

Nota: A partir deste momento o TVPN estara excluido da rede, podendo somente retornar a rede apés

configuracao via pendrive.

9) Insira no campo Serial Number os dados do novo TVPN no menu General

10) Pressione o botdo Apply

11) Clique em Download configurations / software updates no menu General

Convert to redundant appliance ‘ Download configurations | software updates | | Advanced...

oK Cancel Apply

12) Marque a caixa Add credentials to configurations
13) Clique em Download

& USB configuration and installation files - Pr..  — () X

A Notsecure | https//192.168.124.11/mod... A &
USB configuration and installation files

The configuration file contains the configuration of all appliances within the node the window was
opened from, along with connection data of the Trusted Objects Manager and the Trusted Channel
interface. Depending on the deployment group settings it may also contain installation commands.

Download the following files to the root directory of the USB flash device.

File SDovnicad i
a configurations Add credentials to
configurations.

14) Armazene o arquivo configurations na raiz de um pendrive

Nota: Nao renomear o arquivo

15) Ligue o Trusted VPN e aguarde o processo de inicializacdo ser completado
16) Insira o pendrive na porta USB do Trusted VPN

Nota: o Trusted verifica, instala e aplica o arquivo configurations, e reinicia automaticamente
17) Remova o pendrive apds o Trusted VPN reiniciar

Nota: A conexao entre o Trusted VPN e o TrustedObjects Manager € estabelecida.
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TVPN em Modo Redundéancia:
1)

No painel de navegagéo, expanda o contetdo da organizacédo

2) Dé um clique duplo no VPN Redundant Appliance

R&S*Trusted Objects Manager
& Management Console

® ROHDE&SCHWARZ
Cybersecurity

Name

Seeal rumber I " ™ stan s Fumaare
ol Rso8 e
Anver
» A [Se= ] ©1/3omine
® CSUAGDUC

TrustedVPN 7.1.0 (R2113)

3) Naaba Technical Appliances - selecione o TVPN com defeito na tabela de dispositivos = clique
em Advanced

& Trusted VPN Appliance: CSC - Profile 1 - Microsoft Edge

| 4\ Notsecure | https//192.168.124.11/module/tom/appliance--w2g4

A Qg |
Trusted VPN Appliance: CSC
Genaral

The redundant appliance acts like a cantainer of appliances of the same product to realize a fail-over
Technical Apphances functionality. Each applianca in this It has the same configuration & the redundant appliance,
Connected Netwarks

" serial Mode

10261322 ELU24-GEXBD-VYFZ)-6AYUS- 3THRS Standby ]

w 10261322 In 10.26.13.0/24

Serial ELUZ4-GEXBDAVYFZ)-6AYUS-THRS. x
Firmmare: TrustedVPH 7.1.0 (R2113)
Status / Smce: offine

Wed, Sep. 21. 2022 12:51 (UTC-03:00)

en s o

oK Cancel Apply

4) Marque a caixa “I want to reset the appliance to factory settings...” na opcdo “Reset Appliance
and Trusted Channel Connection to Factory Settings”

5) Pressione o botdo “Reset appliance and Trusted Channel connection to factory settings”
& Advanced Options - Profile 1 - MicrosoftE..  — O X

A Notsecure | hitps//192.168.124.11/mod... A &
Advanced Options

General  Maintenance  Troubleshooting  Status  Log

— Reboot Appliance

Click "Reboot” to reboot the appliance. Note, that this will stop all functions of the appliance for
some time. It will also disconnect the appliance from the Manager. After rebooting the appliance
will automatically reconnect.

Reboot

Reset Appliance and Trusted Channel Connection to Factory Settings

Click "Reset appliance and Trusted Channel connection to factory settings” to reset the appliance
and the Trusted Channel connection to factory settings. You may go on with reconfiguring the
appliance with a new downloaded offline configuration.

[A) T want to reset the appliance to factory settings and reset the Trusted Channel connection.

Reset appliance and Trusted Channel connection to factory settings

6) Pressione o botdo OK
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7) Naaba Technical Appliances - selecione o TVPN com defeito na tabela de dispositivos >
Remova o Serial Number

8) Pressione o botdo Set

& Trusted VPN Appliance: CSC - Profile 1 - Microsoft Edge

- o X
A Notsecure | hitps//192.168.124.11/module/tom/appliance--w2g4... AY &
Trusted VPN Appliance: CSC
Ganeral The redundant appliance acts ke a container of appliances of the same product to realize a fai-ser
Techaical Appliances functionaky. Each appliance in this st has the same configuration as the redundant appance.
Connected Networks

w senal prore
Magmum Segment S22
Virtual Netwarks 10261321 AZEFA- 62 AME P QY 7\ T Puman
Road Warrior 10.28.13.22

‘The primary spphance informs the standby appiances every 4 secands that It is scove. I a standby
argli % receive amything wihin 4 seconds, t becomes primary automatical
»

10.26.1322 I 10.26.13.0/24
Seria: ] %
Fimware:
Status / Since: affine Wed, Sep. 21. 2022 12:51 (UTC:03:00)
Advanced...

New

i |y

9) Pressione o botao Apply

Nota: A partir deste momento o TVPN estara excluido da rede, podendo somente retornar a rede apés
configuracao via pendrive.

10) Selecione o campo do TVPN com defeito (somente o IP estara visivel) na tabela de dispositivos 2>
Insira no campo Serial os dados do novo TVPN no menu Technical Appliances

@ Trusted VPN Appliance: CSC - Profile 1 - Micrasoft Edge = (u] x
& Notsecure | https//192.168.124.11/module/tom/appliance--y

Trusted VPN Appliance: CSC

w2gh.. A &

The redundant appiance acts ke a container of apgiances of the same product to resize a fallaver
functicnaisy. Each appliance i this Ist has the same configuration 25 the redundant: appliance.
3 sensl Mode

[

The primary apphiance informs the standby appliances every 4 seconds that it is actve, If  standby
appkiance din receive amything wilkin 4 seconds, & becomes primary automatic

10.26.13.22 n 10.26.13.024

QRTIG- T PAYT 75BN

offline

Wied, Sep. 31, 2022 12:51 (UTC-03:00)

e st

[

11) Pressione o botéo Set

& Trusted VPN Appliance: CSC - Profile 1 - Microsoft Edge o x
| )
A Notsecure | https//192.168.124.11/module/tom/appliance--w2gd... A &

|
Trusted VPN Appliance: CSC

The redundant sppliance acts ke 3 contamer of appkances of the same product ta realize a fal-over
funcanalny. Each appance n this bt hss the sam configuratan 33 the redundant ppliance.

®

Sera Hode
e 7B 32652 ANBAQUEUTLET Prmary

o B2 QRIS PAYT TSRO Standby

The pimary ¢ Stancy apghances every 4 secoeds AL L1 K, I 3 sty

spplance aont 1N Wi 4 Seconds, € bacomes prmary autamacealy

P 10.26.13.22 in 10.26.13.0/24

Serial, QRTIG-TADC-PAYTI-I7SEF-KDDIK x

Frmare

St fSnce: | oM Ve, Sep. 21, 2022 12:51 (UTC.03:00)

-
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12) Pressione o botdo Apply

13) Navegue até o menu General = Clique em Download configurations / software updates

4% Trusted VPN Appliance: CSC - Profile 1 - Microsoft Edge = (m] b4
A Not secure hitps://192.168.124.11/module/tom/af

Trusted VPN Appliance: €SC

Mame. o
Deplyment group: | [, (defout ~

Extermal netwerk confguration

Interface: &th) - extemal network interface
@ Static
IP / Mask: 10.26.13.20 255.255.255.0
Gateway: 10.26.13.1 -
WS 1/ DNS 20 x x

| Dawnload confiqurations / software updates

o Cancel Apply

14) Marque a caixa Add credentials to configurations

15) Cligue em Download

& USB configuration and installation files - Pr... — () X

A Notsecure | https//192.168.124.11/mod... A &
USB configuration and installation files

The configuration file contains the configuration of all appliances within the node the window was
opened from, along with connection data of the Trusted Objects Manager and the Trusted Channel
interface. Depending on the deployment group settings it may also contain installation commands.

Download the following files to the root directory of the USB flash device.

& configurations [ Add credentials to
configurations.

16) Armazene o arquivo configurations na raiz de um pendrive

Nota: N&o renomear o arquivo

17) Ligue o Trusted VPN e aguarde o processo de inicializagdo ser completado

18) Insira o pendrive na porta USB do Trusted VPN

Nota: o Trusted verifica, instala e aplica o arquivo configurations, e reinicia automaticamente

19) Remova o pendrive apds o Trusted VPN reiniciar

Nota: A conexdo entre o Trusted VPN e o TrustedObjects Manager é estabelecida.
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